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Overview

This document is divided into eight parts, each one designed to present you with a
specific aspect of HostExplorer®. All functions and benefits explained in the eight
parts of this document apply to HostExplorer as a traditional desktop-based emulator
and to HostExplorer as a browser-based web-to-host terminal with the exception of
Part 2.

e Part 1: HostExplorer overview 8 This section gives a high-level overview of
HostExplorer and Hummingbird Deployment Wizard®, as well as the operating
systems requirements.

e Part 2: Installation and Deployment & This section provides information on
deploying and connecting with HostExplorer traditional desktop-based software.
It covers the different scenarios related to deploying HostExplorer. It provides a
tour of the HostExplorer Windows® Installer customization tool: Sconfig. This
section also helps the reader establish the first connection to a host through
HostExplorer.

e Part 3: Emulation with HostExplorer & Display, input, file transfer and printing
features of HostExplorer will be covered in this section. You will learn about the
numerous features and settings of the core emulation engine. By customizing the
user experience with HostExplorer we will explain how HostExplorer can help
you | everage and safely manage the user 0:¢
provide a custom working environment for your users or you want to lock down
the desktops.

e Part 4: Productivity 8 HostExplorer not only provides a secure, powerful and
customizable terminal emulation environment, it can also help users boost their
productivity. This section will explore what are the tools integrated in
HostExplorer that can help users achieve their work faster and better.

e Part 5: Security 0 This section explores various aspects of HostExplorer as
it relates to Security: SSL, Kerberos, Secure Shell and HTTP/HTTPS tunneling.

e Part 6: Automation & This chapter will give you a tour of your options with the
HostExplorer APIs, from HLLAPI to OLE or COM and from the macro recorder
to the Hummingbird Basic editor.

e Part 7. Web-to-host & This section offers a comprehensive understanding of
the fundamentals of HostExplorer as a web-to-host solution.

e Part 8: Migration & This part will explain the different features of HostExplorer
that ease the transition from other emulation software such as Attachmate®
Extra®, Netmanage Rumba® , IBM Personal Communication® or WRQ
Reflection®.

www.hummingbird.com 7



Part 1. HostExplorer Overview

Introduction to HostExplorer

HostExplorer is the latest terminal emulation software available from Hummingbird .
HostExplorer provides access to enterprise mission-critical data from a Microsoft®
Windows desktop or browser. HostExplorer supports multiple connections types and
enable users to access information and applications on systems such as IBM
Mainframe, AS/400 and UNIX Systems.

Legacy systems host more than 80% of corporate information. In our business life we
rely heavily on transactions being executed successfully on these systems. Providing
access to this information has never been as critical as today since every
organization is struggling to maximize technologies benefits while reducing costs.
HostExplorer and Hummingbird Deployment Wizard provide corporations with an
easy way of protecting their investment in legacy data while letting them benefit from
the latest in desktop and web-based technologies. They enable organizations to
lower their total cost of ownership and take advantage of a state-of-the-art web-based
terminal emulator. HostExplorer and Hummingbird Deployment Wizard allow
organizations to provide user access to legacy information without having to
undertake costly and painful installation on each desktop. Organizations that choose
HostExplorer and Hummingbird Deployment Wizard save time and money by
skipping the deployment process while at the same time increasing their productivity.

Amongst multiple benefits, HostExplorer can help corporations easily migrate from
desktop based client technologies to web-to-host solutions. Migrating from a desktop-
based product to a web-based solution can be risky especially when it affects access
to legacy applications and mission-critical data. HostExplorer and Hummingbird
Deployment Wizard can help corporations achieve this transition with maximum
security and efficiency. HostExplorer and Hummingbird Deployment Wizard are part
of a single, unified solution that can be deployed either as desktop-based software or
as a web-based solution. It provides the same interface, the same features, the same
power and the same administrative options, whether accessed as standard windows
software or as web-to-host software and does not require you to choose between
thick or thin, desktop or browser, features or power. By using HostExplorer and
Hummingbird Deployment Wizard, organizations can seamlessly deploy web-based
and desktop-based access to their legacy systems while ensuring maximum
availability, security and features for both their power remote users.

HostExplorer and Hummingbird Deployment Wizard provide administrators with the
latest technologies for securing their network communications. By getting the most
from a wide range of encryption and authentication protocols, the HostExplorer family
of products ensures that mission-critical data is safely transmitted. HostExplorer SSL
implementation relies on the OpenSSL project (www.openssl.org) and integrates

www.hummingbird.com 8



seamlessly in the terminal while providing advanced administrative features such as

certificate management, key management, user certificates and more. In addition to

that, HostExplorer is among the first to implement the MIT Kerberos protocol and
support for both Kerberos 4 and 5. Finall vy,
encryption and authentication to HostExplorer in order to encrypt VT communications

through secured channels.

HostExplorer and Hummingbird Deployment Wizard will not only enable corporations
to reduce administrative overhead but also let them discover what the meaning of the
wor ds ifipeace of mHin nweth  @apabiliiies, lautotupgsade Heaturést
Microsoft SMS integration, certification for Windows Vista and powerful administrative
features, HostExplorer and Hummingbird Deployment Wizard introduce a new world
of terminal emulation solutions. HostExplorer macro converter and advanced API
support also provide large corporations with an easy migration path from their current
terminal emulator.

HostExplorer Overview

HostExplorer links people and information through host access for TN3270E,
TN5250E and Telnet (VT) applications. HostExplorer can be deployed as traditional
desktop-based emulation software, or as a web-to-host solution that can be accessed
through a web server and a browser.

The HostExplorer interface is available in 6 different languages: English, French,
German, Spanish, and Italian and it is one of the first Euro ready products.

www.hummingbird.com 9



Figure 1.1 8 HostExplorer
offers both traditional terminal
emulation capabilities as well
as a web-to-host browser-
based solution

HostExplorer Desktop-based Terminal i % '

a E @ Mainframe
— —
(A7 A7) Ei
AS/400
a - |
Web Server HostExplorer Web Deployed Terminal a
)

UNIX

There is no difference between the browser based emulator and the desktop based
emulator in terms of:

Features and Functions
Power and Speed

Interface and Look & Feel

Operating Systems Specifications

HostExplorer runs on the following operating systems:

Windows Vista

Windows Server 2003

Windows XP

Windows 2000

Windows XP 64-bit edition

Windows Server 2003 64-bit edition

Windows XP Professional x64 Edition

Windows Server 2003 x64 Editions

Windows 2000/2003 Server with Terminal Services

www.hummingbird.com
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e Citrix® Presentation Server® for Windows
e Internet Explorer 5.x, 6.x and above

e Firefox, Opera and other Java-enabled Web browsers

Windows Vista Certification

Hummingbird products support Windows Vista. We have partnered
with Microsoft as an early adopter of the Windows Vista certification

program and received the dACertifli or
latest product offerings. Our products have been tested by a ™
Microsoft-authorized third-party laboratory until their finalization. W{:ggm

HostExplorer 2008 has received the "Certified for Windows Vista" V{sta'M

logo.

Languages

HostExplorer is available in the following languages:
e German

e English

e Spanish

e French

e ltalian

Administrators have the ability to allow the software language to be switched
dynamically. This feature allows multi-language companies to deploy the same
package to all of their users regardless of the language that will be used. Users can
simply switch from one language to another using the language selector.

www.hummingbird.com 11
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Figure 1.2 8 HostExplorer
offers the ability to
dynamically switch the Language Selection

Ul language

£ Hummingbird Connectivity Language Chooser

Select the language to use in Connectivity menus and dialogs

When starting a Connectivity 10 program, determine the language for menus and dialogs
by selecting one of the language selection options.

Language Selection Options

(" Try to match the language that Windows is using.

(=) Always use this language: English.

Change: |English Ky
Deutzch

- - Esparicl
Make this setting th
D 2 e Francais
Italiano
Portugués

Hurmrnirgbird

OK. H Cancel ][ Apply ][ Help
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Part 2: Installing, Deploying and Connecting
with HostExplorer

Installing and Deploying HostExplorer

Terminal emulators are a mission-critical element in large organizations. They
sometime are installed on tens of thousands of workstation. Administrators are often
reluctant to change old emulators for a newer one since they expect the cost of the
deployment and migration to be more expensive than the benefit they would get from
upgrading the current software.

Hummingbird has put significant efforts and resources to insure HostExplorer would
be easy, painless and inexpensive to deploy, and that it would offer administrators
several flexible deployment scenarios.

HostExplorer is based on the Microsoft Windows Installer technology for installation,
modification, upgrade, and removal of software. This technology, which was
introduced by Microsoft in Windows 2000, provides a powerful installation framework
across all platforms of the Microsoft operating system families. Windows Installer
provides administrators with consistent and reliable methods to customize
installations, update and upgrade applications, and resolve configuration problems. It
can also manage shared resources, enforce consistent file version rules, and
diagnose and repair applications at runtime.

Out of the box, HostExplorer offers the following deployment options:

e Individual installation: this wizard driven installation, allows the user or the
administrator to install the product on each individual workstation.

e Administrative installation: this installation scenario consists of creating a
shared installation repository on a central location. Each user will need to
perform a fAusero installation of the
installation will only copy the user settings to the workstation. The binary
components of the product will remain on the shared installation repository.

e Windows Terminal Services or Citrix Presentation Server installation: this
type of installation consists of setting up the software on either Windows Terminal
Services (Windows NT 4.0 Terminal Server Edition or Windows 2000 Terminal
Services) or on the Citrix Presentation Server platform (Citrix Presentation Server
1.8 or Citrix Presentation Server XP). Once the installation is finished, the
administrator creates a specific Windows user group, which contains the list of
users to whom the product will be distributed.

www.hummingbird.com 13
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Figure 2.1 8 Selecting the
User Directory

e Packaging and deployment through Microsoft SMS or any 3rd party

deployment framework: this scenario(ref er t o fiSconfig: a depl

customizer for HostExplorerdo in part 2
customize the Microsoft Windows Installer setup file (.MSI) for HostExplorer.

The administrator can specify several installation options through a graphical
packaging tool created specifically for Hummingbird software: Sconfig. Once the
customization is finished, the software can be silently deployed on user desktops
with Microsoft System Management Server or any other 3rd party remote
deployment system.

e Deploying HostExplorer as web-to-host software: included in a separate
installation, but provided with HostExplorer, is the Hummingbird Deployment
Wizard. With this unique tool, administrators are able to transform the traditional
desktop-based HostExplorer into a powerful browser-based web-to-host solution.
Refer to part 7 AHummingbird Depl oyment
information on the different features and benefits of the web-to-host solution.

User Directory

Hummingbird product setup simplifies the management of the user files location.
User files can either be stored into each individual user directory or shared among all
users of the same machine.

i HostExplorer® 10 - Hummingbird Setup Wizard

This product will be accessible to all users of this machine. Please choose where each user
will store their application settings:

Dker

Each

¥
atically receive their awn User Directary,

() shared User Directory
Al users will share the same User Directaory.

[ < Back ]I Mext = :l l Cancel ]
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Figure 2.2 8 Post-Installation
Options

Support for Local Installation Cache

When introduced for the first time in Windows 2000, the Windows Installer technology
gave Windows application a solid foundation to build more reliable and standard
setup. In HostExplorer, Hummingbird introduces the local installation cache
technology which allows administrators to copy an image of the installation files
locally on the user desktop. With this technology, applying product updates or
changing product setup get a dramatic boost and suppress the need for accessing
the original setup media during certain Windows Installer operation.

& HostExplorer® 10 - Hummingbird Setup Wizard

Local Cache

] Copy allinstallation files ko the local media cache folder:
C:\Program FilestHummingbird\Connectivity}, 10,004 Instaler Mediah,

Updates
] run Hummingbird Update after installation
[ wisit the Hummingbird Update website after installation

[ < Back ][ Mexk = ] [ Cancel ]

Automatic Updates After Installation

HostExplorer offers two post-installation options that will allow users to keep their
product up-to-date:

e Run Hummingbird Update after installation will connect to the Hummingbird web
site, retrieve the latest update pack and automatically apply it to the product.
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e Visit the Hummingbird WebUpdate site will open a new browser window where
users will be able to manually download and apply the latest update pack for the
product.

Files and Settings Transfer Wizard

The Files and Settings Transfer Wizard is a utility that allows administrators to quickly
import and export the user files into HostExplorer. This tool will prove to be
particularly useful for organizations that want to operate quick backups of the user
configuration files or in case of hardware migration when the user data need to be
transferred to a new machine.

Figure 2.3 8 HostExplorer

Migration Wizard [k Connectivity ¥10 Migration and Settings transfer wizard

Select Operation

Flease select operation you would like to perform.

3 lmport

Transfer settings from a previously exported Hummingbird Settings Transfer file to
thiz machine.

(% Export

Create a Hummingbird S ettingsTransfer file with your curent Hummingbird
Connectivity product settings.

[ < Back "J Mewt > J [ Cancel

Media Location Manager Utility

The Media Location Manager is a new utility that allows administrators to specify
additional installation sources for HostExplorer. Windows Installer use these sources
to perform certain operations such as updating the product or modifying the installed
features.

www.hummingbird.com 16



In case the original product source has disappeared or needs to be relocated,
administrators can choose to add new sources from a variety of different locations:

e |ocal directory
e network directory

e URL

Figure 2.4 6 The Media =
Location Manager Utility ~ EESLUSUEEIE LD CHETT

Installed Products

Product Name Yersion ProductCode
‘WebFldrs XP 9.50.6513 {350C97B0-3D7C-4EES
Hummingbird HostE xplorer 10.00.0  {AA20EF38-5DEC-4F2(
Hummingbird Host Access Services 10.0.00 {FC748C84-19F6-413E
Hummingbird Connectivity Secure Shell 10.0.00 {67DE739B-029F-4E2
< i | 3

Source Information

Source Type Source Location Index
Network E:\Build.088\HostEx\ 1

Add... Remove

[ Close ][ Help ]

Multiple Profile Space

Host Expl orer 6s mul tiple profile architectur
emulation market space. It provides an elegant and secure framework for central
administration without requiring organizations to set up costly proprietary
administrative servers as it is the case with other terminal emulation solutions.

Current Industry Practices

Many large organizations manage their terminal emulation profiles fairly
rudimentarily. With a large numbers of desktop to manage, such organizations are
often left with no other choice than copying all terminal emulation profiles on every
single desktop. This method is called decentralized profile management.

www.hummingbird.com 17



Figure 2.5 8 An example of

decentralized profile
management: all profiles are
copied on each desktop. N 4

Finance Department

&

Enterprise Profiles

Finance Profiles

Sales Profiles

(%

=
=

Such profile management practices are not without drawbacks:

Sales Department Production Profiles

Personal Profiles

il

¥

Production Department

e All-or-nothing approach: to keep the chaos at a reasonable level, there is no
other choice left to the administrator than to make sure every desktop is strictly
identical. This task in itself can be daunting. Every new profile or every
modification to an existing profile will need to be deployed on every desktop.
When confronted with such situation, many organizations will decide upon
maintaining the status quo rather than implementing profile changes which would
come at a significant administrative cost in time and efforts.

e Unnecessary data replication: similarly to the database normalization
approach, there is no reason why the same profile should be replicated over and
over on hundreds or thousands of desktops. Replication becomes even more
meaningless if the profiles that are distributed are locked-down for modifications.

e No fAisingl e ver siassumimgthatallpmfies arainobthocked down
and despite t he administratords best effort,
a slightly different version of the profile settings than his neighbor thanks to the
customization skills of its user. In other instances different administrators will
create different profiles for the same connection and distribute it to the users

under their jurisdiction.

e No flexibility: copying the software and profiles to the desktop is often done
through a standardized desktop image. Administrators create a deployable image
of all software components required on the desktops from the operating system
to the business line applications. The image gets installed either by the
organization own teams or by a 3rd party system integrator. This replication
process requires every image to be the same for everybody. With such
constraints in mind, it becomes impossible for administrators to manage different

www.hummingbird.com 18



groups of profiles, short of creating different desktop images which would
obviously send the deployment costs skyrocketing.

e No granularity: decentralized profile management leaves little room for
granularity. Managing specific requirements at the group level or at the user level
is an impossible task. As impossible
is the ability to fine tune user rights, giving them the ability to modify some
parameters such
as the terminal colors and preventing them from altering others such as the
security settings.

e Policy-adverse: in a decentralized profile management system, it is all but
possible to implement proper policies. With every machine being equal
administrators are unable to manage profiles and access to these profiles in the
same way they manage their group policies.

e Security-adverse:t hereds a saying in the security
potential target the better it is. In a decentralized profile management scheme,
host information is distributed all/l over

will offer the adequate level of authentication before allowing users to log in, but
is it really necessary for the production folks to know the
IP address, port and security methods for the accounting mainframe?

e User-adverse: Being a user in a decentralized profile management based
organization can be somewhat confusing and frustrating. Because all desktops
receive the same image, users find themselves saturated with profiles that are
not relevant to their tasks.

Additionally, the all-or-nothing approach leaves the administrator with few choices:
either he lets users modify the profiles and incur the risk of saturating the help desk
with calls from inexperienced users that have just changed their colors to black on
black, or he locks down the profiles with the guarantee that power users will be
frustrated and dissatisfied with the tool.

e All or nothing approach

e Unnecessary data replication

e No fAisingle version of the trutho
e No flexibility

e No Granularity

e Policy-Adverse

e Security-Adverse

e User-Adverse
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Figure 2.6 0 Disadvantages
of decentralized profile
management architectures

Finance Department Sales Department

»

Production Department

e g

Introducing Multiple Profile Spaces

AMul tiple fgofibet BpHuomingbpeddsort echnol ogy t ha
administrators to manage and deploy profiles from central or distributed repositories.

A profile space can be accessed by HostExplorer users to read or write profiles.
There is no limit to the number of profile spaces that a particular user can access and
there is no limit to the number of profile spaces that can be set up.
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Profile spaces are extremely flexible and allow administrators to adapt the repository
architecture to suit their needs. For instance:

e Single profile space: users do not have any profile stored on their desktops. All
profiles are located in a central repository making it easy for the administrator to
create new profiles or modify existing ones without redeploying any of them.

e Multiple profile spaces: users are split in group (by business unit for instance).
Each group has its own profile space and
This kind of architecture helps the administrator specialize profiles by publishing
them only to the relevant group of users.

e Combined profile spaces: this architecture consists in setting up multiple profile
spaces with specialized profiles in them and allowing users to access one or
more of these spaces. This model presents the advantage of keeping profiles
organized and secured by specialization (line of business or geography for
instance), while letting users access them seamlessly.

e Combined and personal profile spaces: in addition to letting users access global
repositories, administrators also have the ability to allocate them a personal area
where they can store, retrieve and modify their own profiles and settings. This
setup constitutes the ultimate profile space experience, giving users a
transparent access to private and global profiles.

www.hummingbird.com 21



Figure 2.7 8 Examples
of Profile Spaces
architectures
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On the contrary of other terminal emulation software, Hummingbird designed Profile
Spaces to leverage existing IT infrastructures without introducing a proprietary
repository.

Profile Spaces can be set up on four different types of repositories:

e Local storage: this includes hard drives, removable drives and any other fixed or
removable media that is physically connected to the user desktop.

e Network storage: this includes network drives, UNC paths, NFS shares and any
remote location that can be accessed from the operating system.

e LDAP Directories: any directory service that supports the Lightweight Directory
Access Protocol

e Active Directory: Mi crosoft és direct or wsesveonmentce f or
is tightly integrated with all Microsoft Operating Systems, Management Tools and
Security Policies.
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Figure 2.8 8 Available
profile spaces types

Local Drive

Active Directory

Network LDAP

Profile Spaces: An Example

The major advantage of profile spaces is their versatility and their flexibility. There is
no limit to what a profile space can be used for as shown by the example below.
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Figure 2.9 8 Profile Spaces
can be organized in many
logical configurations

Peronal Profiles Public Profiles

Departmental Profiles Enterprise Profiles

In a classic decentralized management environment, such configurations would have
been hard to set up without creating a multitude of desktop images to suit each group
requirements.

Scenario 1: ACME Inc. is a typical multi-department company with employees
working in 3 units: Finance, Sales and Production.

Terminal emulation is used at different levels by all employees:

e All users need to access the enterprise scheduling application which resides
on a Mainframe

e Finance users need to access applications
e Sales have their CRM application on an AS/400.
e Production uses UNIX servers to manage the production cycle.

e Finally, all employees have access to specific Mainframe and UNIX applications
depending on their roles and use FTP file transfer to save their personal data.
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Figure 2.10 8 ACME Inc.

Profile Spaces are
organized by Business Unit g g
Finance Profiles Finance Department
Sales Profiles Sales Department personal Profiles

Enterprise Profiles g \—‘)

——
Production Profiles  Production Department

Scenario 2: ACME Inc. is a global company with operations on 3 continents:
North America, Europe and Asia
Figure 2.11 8 ACME Inc.
Profile Spaces are

organized by
geographical locations ' ' '
US Operations Europe Operations Asia Operations

! I I
= =

@3

Global Operations
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Figure 2.12 8 Profile Spaces
as seen from the Active
Directory administrative

console

Rights Management

Profile Spaces have been designed to leverage the existing IT infrastructure and
policies in place. Profile Spaces will take advantage of the native Access Control Lists
(ACLs) available for each profile space type.

Using the native right management system for each profile space type offers a
number of advantages both for the administrator and the users.

Administrator:

e Full administrative control over usersbob
rules giving users read or write access to profiles only when authorized by the
ACLs.

e No paradigm shift: no proprietary (i.e. different) users and groups management
system that would create administrative overhead.

e No need to learn new administrative tools: user rights can be managed with the
same tools that are used to manage the file system rights or the directory rights.

&% Active Directory Users and Computers N =100 x]
@ File Action ‘Yiew Window Help | =8 x|
cer|A@miBIXERE @R ETSE
@ Active Directory Users and Computers [mthhis: | Profile 3 objects
D Saved Queries el | Type |
E‘“ th\t:stiDDlhcl‘cum LDAP 3270 Profile. hep hummingbirdFileBinary
-]
0 Cl;Im‘;uters LDAP 5250 Profile, hep hurmmingbirdFileBinary
_@ Domain Cantrollers LDAP YT Profile,hep hurmmingbirdFileBinary
il LoAP 3270 Profilehep Properties
: LDAP 3270 Profile.hep Properties & 7| x
=] {& Hummingbird E P! i _|_|
Accessories General' Obiject Security |
-[Z3 HostExplarer Group or user names:
-~ Profile €7 Adinistiatars MTLTES T 2003\Adrministrators) -
-] Security ‘ o -
-] LostAndFound il
-3 NTDS Guotas ﬂ Domain Admins [MTLTEST2003%Domain Admins]
-3 Program Data !ﬁ Enterpiige Adming (MTLTEST2003\E nterprize Adminz)
D System !ﬁ Pre“windows 2000 Compatible Access [MTLTEST 20034Fre-wi..
00 Users P PReT |
Add Bemove |
Pemissions for Authenticated Users Allaw Deny
Full Contral O O
Fead % O
Witite: O
Special Pemmissions O
For special permissions or for advanced settings, Advanced |
click Advanced. —
ak, I Cancel | Apply |
| e | |
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User:

e Transparency: on the contrary of proprietary profile management systems the
user will see no difference between accessing profiles stored on profile spaces or
traditional profiles.

e No unnecessary login: since Windows credentials are being used to determine
Profile Spaces rights, there is no need for additional authentication before
accessing the profiles.

e Easier access to profiles: with Multiple Profile Spaces users can only see the
profiles they have access to. It reduces the risk of errors while simplifying the
user interface.

Composite Profiles

Multiple Profile Spaces offer total control over the profiles repositories and how users
access them. In addition to these benefits, Multiple Profile Spaces can also be used
to offer a more granular access to the various elements of the profile.

A typical profile is usually a collection of different settings such as the connection
information, the keyboard map, the color scheme, the security information etc. Many
administrators want to give their users the ability to modify some of these settings
(keyboard and colors for instance) while locking down others (connection and
security for instance).

Achieving such level of granularity is usually not an easy task with traditional profile
management systems but become a trivial operation with Multiple Profile Spaces.

Every settings of a profile are stored in schemes. Each scheme exists as its own
independent file. Every scheme can be stored in a different Profile Space and has its
own ACL.

The requirements described above can easily be fulfilled by storing Connection and
Security schemes in a global read-only Profile Space while Keyboard and Colors can
be distributed to every user in its personal read-write Profile Space.
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Figure 2.13 8 A composite
profile example

, Personal Profiles

Departmental Profiles

®

Write

Multiple Profile Spaces Management

Administrators can manage Multiple Profile Spaces with easy powerful tools that
come with HostExplorer.

The Profile Space Editor

The Profile Space Editor allows administrators to add, edit and remove Profile
Spaces. Each profile Space can be assigned a name and a distinct icon that will help
users identify it easily.

A particular Profile Space can contain references to multiple locations. When the first
location is not available, HostExplorer will automatically look for the next online
location. This ability allows administrators to set up fault-tolerant Profile Space and
guarantee that their users will always have access to their profiles.

When choosing the location for a particular Profile Space, the administrator is also
allowed to use system replacers (in the form of $KeyWord$). Those replacers will
transparently be converted into real values when using the Profile Space. For
instance the $USERNAMES replacer will be converted to the Windows user name of
the currently logged in user.
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Figure 2.14 & Creating a
Profile Space with a primary
and a backup location in the

Profile Space Editor tool
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The profile publishing wizard

The profile publishing wizard is an administrative tool that allows profiles stored
locally on a desktop to be published to an existing Profile Space.

Administrators who use that tool will be able to set up the profiles and test them
locally on their desktop before making them available to their user community.

This tool can also be used to publish modifications to already-published profiles
in a Profile Space.

Conclusion

Multiple Profile Spaces offer new perspectives on
practices. They offer countless benefits to users and administrators.

Flexibility

e Profile Spaces can be organized in any physical and logical combinations.
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e There is no limit to the number of spaces that can be created.

e There is no limit to the number of users that can access a particular Profile
Space.

e Profile Spaces can be deployed on local file systems, network file systems, LDAP
directories and Active Directory

Security

e Profile Spaces leverage existing user rights and do not require administrators
to create (or recreate) a particular users and groups hierarchy to suit the
deployment model.

e User rights are managed through existing ACLs offering administrators total
control over the distribution and access to the profiles.

e Individual settings of a particular profile (also known as schemes) can be stored
on different Profile Spaces and have their own ACL, allowing for maximum
granularity in the access rights.

e No disruption
e Profile Spaces do not require specialized software to be installed on servers

e Profile Spaces live within the existing infrastructure not requiring dedicated
hardware

e Profile Spaces will not increase the workload of existing network and hardware
infrastructures besides normal 1/O operations.

Sconfig: A Deployment Customizer for HostExplorer

Among the different options that can be used to deploy software to a large number of
desktops, one has earned the preference of many system administrators: silent
installation with automatic deployment and upgrade through software distribution
systems.

Although the Windows Installer technology provides a powerful framework to create
installation packages, its complexity can sometimes lead to spending more time
trying to understand the setup components than actually doing the package
customization job itself.

3rd party tools enable administrators to customize the Windows Installer packages
(.msi files) and provide a convenient way of changing multiple installation options.
However, they remain generic tools, which do require administrators to have
advanced knowledge of the msi structure and mechanisms.

HostExplorer setup is fully compatible with 3rd party tools, however, Hummingbird
includes its own package customizer utility in HostExplorer. This tool, named Sconfig,
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Figure 2.15 8 Sconfig
process overview

is dedicated to Hummingbird software installation and does not require the
administrator to have any knowledge of the msi file format.

When using Sconfig, system administrators can modify the parameters of
Hummingbird software installation and create custom packages that will be deployed

silently to the usersod6 workstations.

Relying on the windows installer standards, this administrative tool creates windows
transform files (.mst files) which remain 100% compatible with the Windows Installer
technology. Once created, these packages can be deployed through Microsoft SMS
or any other 3rd party deployment system.

This tool is 100% graphical and does not require command line mode editing.

Step One

The administrator installs HostExplorer
with Sconfig on his /her desktop.
Sconfig enables him/her to customize
the different installation parameters.
Sconfig generates a file transform
(mst) for windows installer that the
administrator simply adds to the
HostExplorer installation directary.

Step Two

The administralor packages the resulting
installation directory and installs it on
his/her deployment sever.

Step Three

The deployment server triggers the
installation process on the user
workstation, resulting in a complete
silent installation with the options the
administrator has selected previously.

Sconfig enables the administrator to customize several options of the HostExplorer
installation process:
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Figure 2.16 8 Sconfig allows
administrators to customize
numerous deployment options

Directories: the location where the binary components and the user settings will
be installed on the user6s machine.

Features: the different components of the software.

Files: any additional file that the administrator wants to deploy on the workstation
at the same time.

Properties: various installation properties pertaining to the software or its
installation (advertised shortcuts, migration, custom registrat i on stri ngs

Registry: any additional registry key that the administrator wants to setup along
with HostExplorer registry entries.

Shortcut: all shortcuts that will be created during the installation are listed here.
The administrator can either modify or remove the existing shortcuts or add new
ones which will refer to additional files that have been deployed in addition to
HostExplorer.
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Integrated Metering

HostExplorer product includes a metering client. This optional component which can
be installed during the deployment step allows each product to report itself
automatically to a metering server when launched.

The metering client works with all Hummingbird products. This optional component
can be either installed with the following methods:

e By selecting it at installation time

e By including it into a Sconfig preconfigured install that can be pushed through
SMS

e By being web-deployed with HostExplorer through the browser

When HostExplorer is launched, the metering client sends an update to the metering
server with the following information: client IP address, workstation name, user name,
authentication domain, product installed and version of the product. Additionally, the
metering client will send detailed information about the components name of a
product and their specific patch level.

Because it is deployed as an ISAPI dll for Internet Information Server, the metering
server does not require administrators to dedicate a specific machine for metering
purposes. It helps organizations keep track of their licenses while giving them an
accurate picture of the different versions deployed.

Administrators can download a spreadsheet containing all metering data and use any
spreadsheet processor to analyze the information in the license report.

By logging into the metering server, administrators are able to download a CSV file
that contains all the metering data for the organization. This file can then be opened
in Excel and worked out through a PivotTable report. Thanks to the powerful features
of the Excel PivotTable, administrators can manipulate the metering data in any way
they want and present it in the light that meet their information need.

Administrators can use any browser to access the metering server online reports.
Online reports offer to group the data on several criteria thus allowing the
administrator to obtain a customized view of the license usage and repartition.
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Figure 2.17 8 The metering
server browser-based
reporting interface

Hummingbird Metering S
§

broducts [TIZEE

Products

Recalculate |

efvel

Download Entire File (*.csv) |

Group by |Produ:t j Then by |User

Fiter | Fiter |
Total Product

Connectivity Secure Shell
Connectivity Secure Shell
Connectivity Secure Shell
Exceed

Exceed

Host Access Services

Host Access Services

Host Access Services
HostExplorer

HostExplorer

HostExplorer

HostExplorer

HostExplorer

HostExplorer (Web Deployed)

[

Filter

User
Elizabeth
Tester
Tester
Robert
Thomas
Elizabeth
Tester
Tester
Elizabeth
Robert
Tester
Tester
Thomas
Tester

Version

Show [50 | rows Previous Next

j Then by |Machine A

Page 1 of 1

Machine
mtldevwinnt-004
mtldevwinnt-004
mtldxp-002
mtrwiktorczyk
hcltsmith
mtldevwinnt-004
mtldevwinnt-004
mtldxp-002
mtldevwinnt-004
mtrwiktorczyk
mtldevwinnt-004
mtldxp-002
hcltsmith
mtldxp-002

1P Address

Connecting to Enterprise Hosts: A 3 step process

NOTE: this section pertains to HostExplorer when installed as a traditional desktop
software. See the Hummingbird Deployment Wizard section to learn more about
connections with the web-to-host version of HostExplorer.

One of the first things that most users will probably do, once they have finished
installing the software, is to connect to a server on the corporate network.

Hummingbird Neighborhood

HostExplorer provides a simple and intuitive method to establish host connection
through a function called AHummi ngbird
is on the user desktop or in the @My
to the TN3270, TN5250, VT, 3270 printer, 5250 printer and FTP connection.

NOTE: if needed, this icon can be removed f
the userdéds ability to connect through TN32°
However, Hummi ngbird FTP Bws\Explorertintegrationwofitte s a
FTP client will not be available and users will have to use the regular double-pane

FTP which is also included with HostExplorer.

Nei gt
Comput
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Figure 2.18 8 Hummingbird
Neighbourhood offers a
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Creating a Connection to a Host

Creating a new profile and connecting to a host is an easy process which can be
achieved in 3 easy steps.

1. In Hummingbird Neighborhood, double-c | i ck on t he ARewf Hbed EX
icon.

2. Hummingbird Neighborhood prompts the user to enter connection information
such as:

e Profile Name
e Profile Type: Mainframe, AS/400, VT, Mainframe printer, AS/400 printer

e Theme: preset user interface theme that closely match the look and feel of
other terminal emulation software such as Attachmate Extra, Netmanage
Rumba, IBM Personal Communications

e Connection type: Telnet or Microsoft SNA Server client
e Host Address: Name or IP address of the host
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Figure 2.19 8 Creating a new
profile is a simple 1
step process
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3. Once the information has been validated, a double click on the profile icon in
Hummingbird Neighborhood will open the Terminal.

Within Hummingbird Neighborhood, users have the ability to right-click an existing
HostExplorer profile in order to bring up the property panel of the profile where you
can modify any setting of the profile from one convenient location, without the need
to launch the emulator.

Setting up Advanced Connection Properties

One of the key elements used when connecting to a host system, is the host system
address and port. Although administrators can ensure that their systems offer
maximum user availability, a hardware or network failure could prevent users from
connecting. In order to minimize this possibility, many system administrators use
redundant systems which can offer the same services, in the event of the primary
system failing.

HostExplorer provides the ability to define several host addresses, ports and LUs for
the same connection profile. Additional settings like connection timeout, number of
retries or Delay between host retries are also available. HostExplorer is one of the
few emulators on the market to support IBM Express Logon Features.
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Figure 2.20 8 Multiple host
settings allows the
administrator to provision for
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Upon connection, HostExplorer will try to reach the first host on the list. In case of
failure, HostExplorer will follow the directives of the configuration profile and try to

connect to additional hosts if specified.

Figure 2.21 & Connection
messages allow the
administrator to troubleshoot
issues easily

@ Beginning connection process at 10:34:59 AM
Connecting to Host 1:23
Unable to resolve IP address for Host 1
Connecting to Host 2:23
Unable to resolve IP address for Host 2
Connecting to Host 3:23
Unable to resolve IP address for Host 3
Connecting to localhost: 23
Resolved host localhost to 127.0.0.1:23
Connection refused on this port by host
& Unable to locate IP Host/Gateway
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PART 3: Emulation with HostExplorer

Core Emulation Settings
HostExplorer supports several terminal types:

e TN3270 and TN3270E: 3278 and 3279 8 Model 1 to 5 plus a custom terminal
model which enables the definition of a specific number of rows and columns

e TN5250 and TN5250E: Model 2 and 5
e VT: 52,100, 101, 102, 220, 320, 420, ANSI, SCO ANSI and IBM 3151

TN327071 TN3270E Emulation

HostExplorer allows both TN3270 and TN3270E protocols to be used. It enables the
administrator to set up one or several 3270 LU or Pool name for the connection. It
can also automatically look for the first available LU, if the connection is made
through the Microsoft SNA server client. It supports various TN3270E options like
Attention key type definition. It also enables multiple settings for NVT (Network Virtual
Terminal) mode, like the Enter Key interpretation mode, Backspace Key interpretation
mode and the keyboard buffer mode.

One crucial part of terminal emulation software is the translation of host characters
into PC characters. HostExplorer offer one of the best code page translation engines
on the market, with more than 83 supported code pages available for display session
and more than 450 different combinations of host/PC code page translation available
for file transfers. HostExplorer also supports the Euro character set.

HostExplorer supports various graphic terminals like 3270 PCG, 3472G, 3129G or
3179G. The emulator supports lightpen, APL characters and program symbols as well
as extended attributes.

TN5250 7 TN5250E Emulation

In addition to the NVT settings mentioned above, HostExplorer 5250 Terminal allows

the definition of the Device Name. It also enables administrators to use the AS/400

Muto Sign Onodo function and allows them to s
will be sent from the Terminal to the host. It also supports switching between green

and white colors only or 5250 mapping for field colors.

VT Emulation

In addition to the terminal types mentioned above, HostExplorer VT Terminal allows
for the customization of the Terminal ID. 7-bit and 8-bit communication modes are
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Figure 3.1 0
The HostExplorer color
mapper offers a powerful yet
simple interface

allowed. Among numerous settings, the terminal also supports word wrap, local echo,
interpreted or displayed control codes, optimized or realistic scrolling and
answerback message.

Last but not least, HostExplorer offers different Linemode support, Telnet echo
support and several negotiation options. Many character sets and NRC sets are
available to choose from. Screen size can be either set to 80 or 132 columns.
Customizing the screen width and height is also possible.

Customizing the Terminal Display

One of the first things that a user does when a terminal gets displayed on the screen
is customize the color, fonts and display.

General | Palette I

Color Scheme: E p-4
23 Defauit 3270 v/

Unprotected Low Intensity
‘ Unpratected High Intenzity
[ Protected Low Intensity —
D Pratected High Intensity

- Host Blue
- Host Red

T L mok Disale s

Apply

) Advanced
Selected color ikem

==

Rezet Al
Eoreground calor Eackground color p—
Reset color
| ey N
[ Uniform ] ’ Uniform l
Colors

HostExplorer offer a comprehensive and easy-to-use color remapper. The use of

schemes allows for the saving osfintodileswhicha |

are then easy to move from one desktop to another. Out of the box, HostExplorer
comes with 35 ready to use color schemes.
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Figure 3.2 8 HostExplorer
offers support for variable
width fonts allowing the user
to enhance the screen
readability

Advanced users also have the option to create their own custom colors from an RGB
color mixer. The Click-and-Drag functionality makes it easy for assigning existing
colors to different field types.

Finally, HostExplorer color manager provides easy to use options such as uniform
background and foreground color mapping, monochrome color and a basic mapping
mode, which restricts the number of field types that appear on the screen.

Fonts

The next step in Terminal customization often consists in managing and setting up
the different fonts that are used to display the text on the screen.

Based entirely on Unicode, HostExplorer ships with two Terminal fonts: one Truetype
font and one Bitmap font.

While other emulators ship with tons of fonts, that seem to end up polluting the
system folders, HostExplorer is capable of displaying any type of character including
Cyrillic, Croatian, Czech, Danish, Dutch, Estonian, Finnish, Greek, Hungarian,
Icelandic, Latvian, Lithuanian, Norwegian, Polish, Romanian, Russian, Serbian,
Slovenian and many others with only two fonts.

In addition to all those features, HostExplorer font manager supports variable width
fonts, thus enabling the user to modify the font width for better screen adaptation.

Session Font

Font name: Font size: Font style:
@dyial Unicods M5 Regular
@hyial Unicode MG A Fegular
Agency FE =
Apple Garamond
Apple Garamond Light w

Dizplay wariable width fonts

Sample Window preview

AaBbCcXxYyZz123456

Character zpacing

e ——— e
Application
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Figure 3.3 8 Cross-Hair
Cursor allows user to easily
locate the cursor on

the terminal

Screen Customization

HostExplorer offers several screen customization options. First, the cursor can be
modified to appear as a block, an underscore or a Vertical bar. The cursor can also
be defined to blink or not. As shown in the figure below, HostExplorer offers a cross-
hair cursor that eases the localization of the cursor on the screen.

The session window can also be totally customized. HostExplorer allows the
administrator to define the window title by putting strings and mnemonics to provide
useful information for troubleshooting. The terminal area can be framed within the
session workspace and organizations will be capable of using customized wallpapers
on the background of the window.

Terminal fonts, by default, scale when a session window is resized. HostExplorer
however allows for tight control of the font and window behavior when resizing. One
particularly interesting feature for VT Terminal users is the ability to handle windows
resizing like the well-known X-Window XTerm software. When this particular mode is
activated, HostExplorer will hook any window resizing and negotiate a new terminal
size with the server. As a result, the fonts will not be scaled to match the new window
size but the terminal workspace will provide additional rows and columns as shown in
the Fig. below.

W 1 _ HostTest Mainframe (localhost)
File Edit Transfer Fonts Options Tools View Window Help

o N = = N Y EEI. Y. Sl === N T e
ic Field Tupes

| B |1 |Sess-1/127.0.0.1] | [pspoooi| | | | [6f23 |.:
=
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Figure 3.4 8 HostExplorer
allows VT terminal screen
size to be dynamically
negotiated with the host

Integration with Windows Explorer

Afirst in the industry, HostExplorer terminals can be displayed and used directly from
within the Windows Explorer interface. On the contrary of other products,
HostExplorer does not require anymore the user to launch a separate application to
work on his legacy system applications (although this option is still available).
Instead, users can simply browse the Hummingbird Neighborhood extension from
within Windows Explorer and click on the connection profiles to launch a terminal
window in the right-hand pane of the Explorer window. This ground-breaking feature
push the ease-of-use and productivity of the users one step further while making the
most of the latest Windows XP desktop technologies.

www.hummingbird.com 42



