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Overview

This document is divided into eight parts, each one designed to present you with a
specific aspect of HostExplorer®. All functions and benefits explained in the eight
parts of this document apply to HostExplorer as a traditional desktop-based emulator
and to HostExplorer as a browser-based web-to-host terminal with the exception of
Part 2.

e Part 1: HostExplorer overview 8 This section gives a high-level overview of
HostExplorer and Hummingbird Deployment Wizard®, as well as the operating
systems requirements.

e Part 2: Installation and Deployment & This section provides information on
deploying and connecting with HostExplorer traditional desktop-based software.
It covers the different scenarios related to deploying HostExplorer. It provides a
tour of the HostExplorer Windows® Installer customization tool: Sconfig. This
section also helps the reader establish the first connection to a host through
HostExplorer.

e Part 3: Emulation with HostExplorer & Display, input, file transfer and printing
features of HostExplorer will be covered in this section. You will learn about the
numerous features and settings of the core emulation engine. By customizing the
user experience with HostExplorer we will explain how HostExplorer can help
you | everage and safely manage the user 0:¢
provide a custom working environment for your users or you want to lock down
the desktops.

e Part 4: Productivity 8 HostExplorer not only provides a secure, powerful and
customizable terminal emulation environment, it can also help users boost their
productivity. This section will explore what are the tools integrated in
HostExplorer that can help users achieve their work faster and better.

e Part 5: Security 0 This section explores various aspects of HostExplorer as
it relates to Security: SSL, Kerberos, Secure Shell and HTTP/HTTPS tunneling.

e Part 6: Automation & This chapter will give you a tour of your options with the
HostExplorer APIs, from HLLAPI to OLE or COM and from the macro recorder
to the Hummingbird Basic editor.

e Part 7. Web-to-host & This section offers a comprehensive understanding of
the fundamentals of HostExplorer as a web-to-host solution.

e Part 8: Migration & This part will explain the different features of HostExplorer
that ease the transition from other emulation software such as Attachmate®
Extra®, Netmanage Rumba® , IBM Personal Communication® or WRQ
Reflection®.
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Part 1. HostExplorer Overview

Introduction to HostExplorer

HostExplorer is the latest terminal emulation software available from Hummingbird .
HostExplorer provides access to enterprise mission-critical data from a Microsoft®
Windows desktop or browser. HostExplorer supports multiple connections types and
enable users to access information and applications on systems such as IBM
Mainframe, AS/400 and UNIX Systems.

Legacy systems host more than 80% of corporate information. In our business life we
rely heavily on transactions being executed successfully on these systems. Providing
access to this information has never been as critical as today since every
organization is struggling to maximize technologies benefits while reducing costs.
HostExplorer and Hummingbird Deployment Wizard provide corporations with an
easy way of protecting their investment in legacy data while letting them benefit from
the latest in desktop and web-based technologies. They enable organizations to
lower their total cost of ownership and take advantage of a state-of-the-art web-based
terminal emulator. HostExplorer and Hummingbird Deployment Wizard allow
organizations to provide user access to legacy information without having to
undertake costly and painful installation on each desktop. Organizations that choose
HostExplorer and Hummingbird Deployment Wizard save time and money by
skipping the deployment process while at the same time increasing their productivity.

Amongst multiple benefits, HostExplorer can help corporations easily migrate from
desktop based client technologies to web-to-host solutions. Migrating from a desktop-
based product to a web-based solution can be risky especially when it affects access
to legacy applications and mission-critical data. HostExplorer and Hummingbird
Deployment Wizard can help corporations achieve this transition with maximum
security and efficiency. HostExplorer and Hummingbird Deployment Wizard are part
of a single, unified solution that can be deployed either as desktop-based software or
as a web-based solution. It provides the same interface, the same features, the same
power and the same administrative options, whether accessed as standard windows
software or as web-to-host software and does not require you to choose between
thick or thin, desktop or browser, features or power. By using HostExplorer and
Hummingbird Deployment Wizard, organizations can seamlessly deploy web-based
and desktop-based access to their legacy systems while ensuring maximum
availability, security and features for both their power remote users.

HostExplorer and Hummingbird Deployment Wizard provide administrators with the
latest technologies for securing their network communications. By getting the most
from a wide range of encryption and authentication protocols, the HostExplorer family
of products ensures that mission-critical data is safely transmitted. HostExplorer SSL
implementation relies on the OpenSSL project (www.openssl.org) and integrates
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seamlessly in the terminal while providing advanced administrative features such as

certificate management, key management, user certificates and more. In addition to

that, HostExplorer is among the first to implement the MIT Kerberos protocol and
support for both Kerberos 4 and 5. Finall vy,
encryption and authentication to HostExplorer in order to encrypt VT communications

through secured channels.

HostExplorer and Hummingbird Deployment Wizard will not only enable corporations
to reduce administrative overhead but also let them discover what the meaning of the
wor ds ifipeace of mHin nweth  @apabiliiies, lautotupgsade Heaturést
Microsoft SMS integration, certification for Windows Vista and powerful administrative
features, HostExplorer and Hummingbird Deployment Wizard introduce a new world
of terminal emulation solutions. HostExplorer macro converter and advanced API
support also provide large corporations with an easy migration path from their current
terminal emulator.

HostExplorer Overview

HostExplorer links people and information through host access for TN3270E,
TN5250E and Telnet (VT) applications. HostExplorer can be deployed as traditional
desktop-based emulation software, or as a web-to-host solution that can be accessed
through a web server and a browser.

The HostExplorer interface is available in 6 different languages: English, French,
German, Spanish, and Italian and it is one of the first Euro ready products.
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Figure 1.1 8 HostExplorer
offers both traditional terminal
emulation capabilities as well
as a web-to-host browser-
based solution

HostExplorer Desktop-based Terminal i % '

a E @ Mainframe
— —
(A7 A7) Ei
AS/400
a - |
Web Server HostExplorer Web Deployed Terminal a
)

UNIX

There is no difference between the browser based emulator and the desktop based
emulator in terms of:

Features and Functions
Power and Speed

Interface and Look & Feel

Operating Systems Specifications

HostExplorer runs on the following operating systems:

Windows Vista

Windows Server 2003

Windows XP

Windows 2000

Windows XP 64-bit edition

Windows Server 2003 64-bit edition

Windows XP Professional x64 Edition

Windows Server 2003 x64 Editions

Windows 2000/2003 Server with Terminal Services

www.hummingbird.com

10



e Citrix® Presentation Server® for Windows
e Internet Explorer 5.x, 6.x and above

e Firefox, Opera and other Java-enabled Web browsers

Windows Vista Certification

Hummingbird products support Windows Vista. We have partnered
with Microsoft as an early adopter of the Windows Vista certification

program and received the dACertifli or
latest product offerings. Our products have been tested by a ™
Microsoft-authorized third-party laboratory until their finalization. W{:ggm

HostExplorer 2008 has received the "Certified for Windows Vista" V{sta'M

logo.

Languages

HostExplorer is available in the following languages:
e German

e English

e Spanish

e French

e ltalian

Administrators have the ability to allow the software language to be switched
dynamically. This feature allows multi-language companies to deploy the same
package to all of their users regardless of the language that will be used. Users can
simply switch from one language to another using the language selector.
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Figure 1.2 8 HostExplorer
offers the ability to
dynamically switch the Language Selection

Ul language

£ Hummingbird Connectivity Language Chooser

Select the language to use in Connectivity menus and dialogs

When starting a Connectivity 10 program, determine the language for menus and dialogs
by selecting one of the language selection options.

Language Selection Options

(" Try to match the language that Windows is using.

(=) Always use this language: English.

Change: |English Ky
Deutzch

- - Esparicl
Make this setting th
D 2 e Francais
Italiano
Portugués

Hurmrnirgbird

OK. H Cancel ][ Apply ][ Help
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Part 2: Installing, Deploying and Connecting
with HostExplorer

Installing and Deploying HostExplorer

Terminal emulators are a mission-critical element in large organizations. They
sometime are installed on tens of thousands of workstation. Administrators are often
reluctant to change old emulators for a newer one since they expect the cost of the
deployment and migration to be more expensive than the benefit they would get from
upgrading the current software.

Hummingbird has put significant efforts and resources to insure HostExplorer would
be easy, painless and inexpensive to deploy, and that it would offer administrators
several flexible deployment scenarios.

HostExplorer is based on the Microsoft Windows Installer technology for installation,
modification, upgrade, and removal of software. This technology, which was
introduced by Microsoft in Windows 2000, provides a powerful installation framework
across all platforms of the Microsoft operating system families. Windows Installer
provides administrators with consistent and reliable methods to customize
installations, update and upgrade applications, and resolve configuration problems. It
can also manage shared resources, enforce consistent file version rules, and
diagnose and repair applications at runtime.

Out of the box, HostExplorer offers the following deployment options:

e Individual installation: this wizard driven installation, allows the user or the
administrator to install the product on each individual workstation.

e Administrative installation: this installation scenario consists of creating a
shared installation repository on a central location. Each user will need to
perform a fAusero installation of the
installation will only copy the user settings to the workstation. The binary
components of the product will remain on the shared installation repository.

e Windows Terminal Services or Citrix Presentation Server installation: this
type of installation consists of setting up the software on either Windows Terminal
Services (Windows NT 4.0 Terminal Server Edition or Windows 2000 Terminal
Services) or on the Citrix Presentation Server platform (Citrix Presentation Server
1.8 or Citrix Presentation Server XP). Once the installation is finished, the
administrator creates a specific Windows user group, which contains the list of
users to whom the product will be distributed.

www.hummingbird.com 13
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Figure 2.1 8 Selecting the
User Directory

e Packaging and deployment through Microsoft SMS or any 3rd party

deployment framework: this scenario(ref er t o fiSconfig: a depl

customizer for HostExplorerdo in part 2
customize the Microsoft Windows Installer setup file (.MSI) for HostExplorer.

The administrator can specify several installation options through a graphical
packaging tool created specifically for Hummingbird software: Sconfig. Once the
customization is finished, the software can be silently deployed on user desktops
with Microsoft System Management Server or any other 3rd party remote
deployment system.

e Deploying HostExplorer as web-to-host software: included in a separate
installation, but provided with HostExplorer, is the Hummingbird Deployment
Wizard. With this unique tool, administrators are able to transform the traditional
desktop-based HostExplorer into a powerful browser-based web-to-host solution.
Refer to part 7 AHummingbird Depl oyment
information on the different features and benefits of the web-to-host solution.

User Directory

Hummingbird product setup simplifies the management of the user files location.
User files can either be stored into each individual user directory or shared among all
users of the same machine.

i HostExplorer® 10 - Hummingbird Setup Wizard

This product will be accessible to all users of this machine. Please choose where each user
will store their application settings:

Dker

Each

¥
atically receive their awn User Directary,

() shared User Directory
Al users will share the same User Directaory.

[ < Back ]I Mext = :l l Cancel ]
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Figure 2.2 8 Post-Installation
Options

Support for Local Installation Cache

When introduced for the first time in Windows 2000, the Windows Installer technology
gave Windows application a solid foundation to build more reliable and standard
setup. In HostExplorer, Hummingbird introduces the local installation cache
technology which allows administrators to copy an image of the installation files
locally on the user desktop. With this technology, applying product updates or
changing product setup get a dramatic boost and suppress the need for accessing
the original setup media during certain Windows Installer operation.

& HostExplorer® 10 - Hummingbird Setup Wizard

Local Cache

] Copy allinstallation files ko the local media cache folder:
C:\Program FilestHummingbird\Connectivity}, 10,004 Instaler Mediah,

Updates
] run Hummingbird Update after installation
[ wisit the Hummingbird Update website after installation

[ < Back ][ Mexk = ] [ Cancel ]

Automatic Updates After Installation

HostExplorer offers two post-installation options that will allow users to keep their
product up-to-date:

e Run Hummingbird Update after installation will connect to the Hummingbird web
site, retrieve the latest update pack and automatically apply it to the product.
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e Visit the Hummingbird WebUpdate site will open a new browser window where
users will be able to manually download and apply the latest update pack for the
product.

Files and Settings Transfer Wizard

The Files and Settings Transfer Wizard is a utility that allows administrators to quickly
import and export the user files into HostExplorer. This tool will prove to be
particularly useful for organizations that want to operate quick backups of the user
configuration files or in case of hardware migration when the user data need to be
transferred to a new machine.

Figure 2.3 8 HostExplorer

Migration Wizard [k Connectivity ¥10 Migration and Settings transfer wizard

Select Operation

Flease select operation you would like to perform.

3 lmport

Transfer settings from a previously exported Hummingbird Settings Transfer file to
thiz machine.

(% Export

Create a Hummingbird S ettingsTransfer file with your curent Hummingbird
Connectivity product settings.

[ < Back "J Mewt > J [ Cancel

Media Location Manager Utility

The Media Location Manager is a new utility that allows administrators to specify
additional installation sources for HostExplorer. Windows Installer use these sources
to perform certain operations such as updating the product or modifying the installed
features.
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In case the original product source has disappeared or needs to be relocated,
administrators can choose to add new sources from a variety of different locations:

e |ocal directory
e network directory

e URL

Figure 2.4 6 The Media =
Location Manager Utility ~ EESLUSUEEIE LD CHETT

Installed Products

Product Name Yersion ProductCode
‘WebFldrs XP 9.50.6513 {350C97B0-3D7C-4EES
Hummingbird HostE xplorer 10.00.0  {AA20EF38-5DEC-4F2(
Hummingbird Host Access Services 10.0.00 {FC748C84-19F6-413E
Hummingbird Connectivity Secure Shell 10.0.00 {67DE739B-029F-4E2
< i | 3

Source Information

Source Type Source Location Index
Network E:\Build.088\HostEx\ 1

Add... Remove

[ Close ][ Help ]

Multiple Profile Space

Host Expl orer 6s mul tiple profile architectur
emulation market space. It provides an elegant and secure framework for central
administration without requiring organizations to set up costly proprietary
administrative servers as it is the case with other terminal emulation solutions.

Current Industry Practices

Many large organizations manage their terminal emulation profiles fairly
rudimentarily. With a large numbers of desktop to manage, such organizations are
often left with no other choice than copying all terminal emulation profiles on every
single desktop. This method is called decentralized profile management.
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Figure 2.5 8 An example of
decentralized profile
management: all profiles are
copied on each desktop.

Such profile management practices are not without drawbacks:

e All-or-nothing approach: to keep the chaos at a reasonable level, there is no
other choice left to the administrator than to make sure every desktop is strictly
identical. This task in itself can be daunting. Every new profile or every
modification to an existing profile will need to be deployed on every desktop.
When confronted with such situation, many organizations will decide upon
maintaining the status quo rather than implementing profile changes which would
come at a significant administrative cost in time and efforts.

e Unnecessary data replication: similarly to the database normalization
approach, there is no reason why the same profile should be replicated over and
over on hundreds or thousands of desktops. Replication becomes even more
meaningless if the profiles that are distributed are locked-down for modifications.

e No fAisingl e ver siassumimgthatallpmfies arainobthocked down
and despite t he administratords best effort,
a slightly different version of the profile settings than his neighbor thanks to the
customization skills of its user. In other instances different administrators will
create different profiles for the same connection and distribute it to the users

under their jurisdiction.

No flexibility: copying the software and profiles to the desktop is often done
through a standardized desktop image. Administrators create a deployable image
of all software components required on the desktops from the operating system
to the business line applications. The image gets installed either by the
organization own teams or by a 3rd party system integrator. This replication
process requires every image to be the same for everybody. With such
constraints in mind, it becomes impossible for administrators to manage different
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